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1. YCTAHOBKA METASFERA XD

Hns uactamsauun Oracle VM VirtualBox sHeo6xoaumo:
— 3aifTu Ha opuuMaNbHBINA calT https://www.virtualbox.org/wiki/Downloads;
— CkayaTh yCTaHOBIIUK, TOAXOASIIUHN MO Bally ONEPAIIMOHHYIO CUCTEMY.
TectupoBanue nposounock nog OC Windows 10.
— IIpowusBectu uncramsanuio Oracle VM VirtualBox

2. AUMIIOPTUPOBAHHUE IIOJAIOTOBJEHHON BHPTYAJIBHOHN
MALIMHBI B CPEAY BUPTYAJIM3AIIMU VIRTUALBOX

2.1. UmMmopT BUPTYaJIbHOI MAIIUHBI

[Tocne uncramnsuuu Oracle VM VirtualBox Ha HoBo#t Windows win Ha 1pyrom
KOMITIbIOTepe He00X0 Mo OoTKphITh Oracle VM VirtualBox u B MeHto «@Datin» BrIOU-
paeM «mnopm kongueypayuiiy. (Pucynok 1)

V¢ Oracle VM VirtualBox Manager - O X

File  Machine  Help

¢ Preferences... Ctrl+G “"2; {}u @ {:} E,:Ij

<4) Import Appliance... Ctrl+l ences  Import  Export New  Add
[Ry  Export Appliance... Ctrl+E come to VirtualBox!
) New Cloud VM...
- eft part of application window contains global tools and lists
ual machines and virtual machine groups on your computer.
E  Virtual Media Manager... Ctrl+D an import, add and create new VMs using corresponding
Jar buttons. You can popup a tools of currently selected
i Host Network Manager... Ctrl+H nt using corresponding element button.
&  Network Operations Manager... an press the F1 key to get instant help, or visit
@) Check for Updates... .virtualbox.org for more information and latest news.
/4 Reset All Warnings
© Exit ctrl+Q

Pucynox 1. Umnopm eupmyanvnou mawiunbsl

B cienyromiem okHe HEOOXO0IUMO yKa3aTh MyTh K (hailily «.0va» ¢ IKCIOPTUPO-
BaHHOW BUpTyasibHOUM MamnHOi. HeoOxoaumo HaxaTh «Next. (Pucynok 2)
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Import Virtual Appliance

Appliance to import
Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known cloud service providers to import cloud VM from.
Source: Local File System -

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open Virtualization Format (OVF). To continue, select
the file to import below.

File: | C:\Users\jpc\Documents\ubn_CS.ova

LS

Pucynox 2. I[lycms x ¢aiiny «.ovay
OO6pa3 BUpTyalbHOW MAIIMHBI HEOOXOIUMO B3STh C:
https://disk.yandex.ru/d/pclEmglwwM3nnA
Login: user (3ampamiuBaeTcsi OTA€JIbHO)

Password: 221201

Jlanee, mpu HECOOXOAUMOCTH, MOKHO H3MEHHUTH HEKOTOPBIC IapaMeTPhI —
HAIpUMeEpP, CMEHUTh UMsI BUPTYaJIbHOW MAIlIMHBI, YMEHBIIIUTH WU YBEIIMUUTh OTIepa-
TUBHYIO MaMsITh. (Pucynok 3)

MunumanbHble TpeOOBaHUS K BUPTYAIbHOM MaIIHe (171 3aycKa):

1. He menee 8 ['6ailT onepatuBHON NaMSITH;
2. He menee 40 ['6GaiiT pa3aen »K€CTKOTO JIUCKA;
3. He menee 2 vCPU

[Tonnepxusaembie OC:

1. PEJ1OC

Red Hat Enterprise Linux (RHEL) (32-bit or 64-bit)
Novel SUSE Linux Enterprise Server (SLES) (32-bit or 64-bit)
Microsoft Windows Server (32-bit or 64-bit)

Apple Mac OS

Solaris SPARC

Fedora

Debian Linux

9. HP-UX

10.FreeBSD

11.CentOS

12.Ubuntu

[Tonnep:xuBaeMble BeO-Opay3ephl:
1. Mozilla Firefox

PN
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2. Microsoft Internet Explorer
3. Apple Safari
4. Google Chrome

* IpU BOCCTAHOBIICHUH BUPTYaJIbHON MAIIUHBI peCYpChl OepyTCs T€ K€, YTO U ObLIU
B OpUTHHAJIE, T.€. HA3HAYATh UX PyKaMU HET HEOOXOAUMOCTH.

€ Import Virtual Appliance

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can change many of the properties shown by
double-clicking on the items and disable others using the check boxes below.

Virtual System 1

2:3 Name

H Guest 0S Type

{J cru

# raM

(=) bvD

£ USB Controller

[ sound Card

m Network Adapter

> Storage Controller (IDE)

™ Storage Controller (IDE)

v & Storage Controller (SATA)

(&) Virtual Disk Image
Base Folder

(Ja Primary Group

ubn_CS 1

Ubuntu (64-bit)

1

2048 MB

ICH AC97

Intel PRO/1000 MT Desktop (82540EM)
PlIX4

PlIX4

AHCI

ubn_CS-disk001.vmdk
C:\Users\jpc\VirtualBox VMs

/

Pucynox 3 Ceoticmea supmyanbHOt MAuiuHvl

B camoM KoHIIe OKHa Oy/eT yKa3aH MyTb, KyJa Iocjie UMIIOpTa OyAeT MoMeniéxH
¢aiin xxéctkoro aucka «.vdi». [1o yMOI4aHHIO 3TO CUCTEMHBII IUCK, OJJHAKO LeIeBas
narka MoXeT ObITh u3MeHeHa. Heo0xoqumMo HaxkaTh KHONKY «/ mnopm», OCIe 4Yero
HAYHETCSI UMIIOPT BUPTYAIbHOU MaIIUHBI. (PucyHok 4)
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€ Import Virtual Appliance

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can change many of the properties shown by
double-clicking on the items and disable others using the check boxes below.

Virtual System 1

45 Name ubn_CS 1
H Guest 0s Type Ubuntu (64-bit)
{J cpru 1

&'] Importing Appliance ...: Importing appliance 'C:\Users\jpc\Documents...
# raM
© DpvD o .

f Importing virtual disk image 'ubn_CS-disk001.vmdk' ... (2/3)

(7 USB Controller i 15% X
UD_J Sound Card 1 minute, 9 seconds remaining

[-i; Network Adapter
\} Storage Controller (IDE) PlIX4
<> Storage Controller (IDE) ~ PIIX4
v & Storage Controller (SATA)  AHCI
&) Virtual Disk Image ubn_CS-disk001.vmdk
Base Folder C:\Users\jpc\VirtualBox VMs

ﬁg\ Primary Group /

Pucynox 4 Hmnopm eupmyanvHou mawiunbsl

Jlosxumaemcs 3aBepIieHus nporecca ummnopTa. (Pucynok 5)

!" Importing Appliance .... Importing appliance 'C:\Users\jpc\Documents...

"
{ "\ Importing virtual disk image 'ubn_CS-disk001.vmdk' ... (2/3)

1 minute, 18 seconds remaining

Pucynox 5 Oxkno umnopma Bupmyanvhoti mawiursl

Teneps MMIIOPTUPOBAHHAS BUPTyasIbHAs MAIMHA HAXOAUTCA B crMcke MamuH Ora-
cle VM VirtualBox. (Pucynox 6)
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V¢ Oracle VM VirtualBox Manager

File  Machine  Help

P .

Show

W @

New  Settings

‘L‘J b U Tools

Discard

& General

Name:
Operating System:

E System

Base Memory:
Boot Order:

ubn_CS
Ubuntu (64-bit)

2048 MB
Floppy, Optical, Hard Disk

Acceleration: VT-x/AMD-V, Nested Paging, KVM Paravirtualization
B Display

Video Memory: 16 MB

Graphics Controller: VMSVGA

Remote Desktop Server:  Disabled

Recording: Disabled

@ Storage

Controller: IDE
IDE Secondary Device 0:
Controller: SATA

[Optical Drive] Empty

SATA Port 0: ubn_CS.vdi (Normal, 30.23 GB)
{p Audio
Host Driver: ~ Windows DirectSound

Controller: ICH AC97

& preview

Pucynok 6 Hmnopmupoeannas eupmyanbHas Mauuna

3. IIEPBOE BKJVIIOYWEHUE M BXO/JA B OIIEPAHMOHHYIO CH-

CTEMY

3.1. BriroveHue BUPTYaIbHON MAaIIMHBI

!’] Oracle VM VirtualBox Manager

File Machine  Help
o {:} S |:<< >
. Tools v
uuu i\ﬂ) .

New  Settings Discard  Start
& General
Name: ubn_CS
Operating System:  Ubuntu (64-bit)
E System
Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-x/AMD-V, Nested Paging, KVM Paravirtualization
M Display
Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled
@ Storage

Controller: IDE
IDE Secondary Device 0:
Controller: SATA

[Optical Drive] Empty

SATA Port 0: ubn_CS.vdi (Normal, 30.23 GB)
{» Audio
Host Driver: ~ Windows DirectSound

Controller: ICH AC97

B preview

Pucynox 7 Bxriouenue supmyaibHot MAuiuHbl

Heob6xoaumo 3aiitu B rmaBHoe okHO Oracle VM Virtual
NBbHYIO MAlllMHY, HA)KaB Ha KHONKY «Starty. (PucyHok 7)
Ecnu o aToro y Bac He OBLJIO YCTaHOBIIEHHBIX BUPTYallb

Box u 3anycTtuth BUpTY-

HBbIX MallliH, TO B CITMCKC
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cieBa oHa Oyner oaHa. Haue BbIOMpaiiTe BUPTyalIbHYIO MallIMHy ¢ MeHeM ubn_CS.
3.2. Ayrentudukanus B ONepalHOHHON CUCTEMeE

[Tocne Toro, kak onepanuMoHHas CHCTEMAa 3aIyCTUTCSA, HEOOXOOUMO BBIOPAThH
MOJIL30BATEIIS USEr U BBECTH MapOJb. (PucyHok §)
ITonb3oBarens: user
[Tapons: 221201

ﬂ ubn_CS (17:06) [Running] - Oracle VM VirtualBox — [l X

File ' Machine View Input Devices Help

HoAa 1 13:25

BOuSs EREeEmm

Pucynox 8 Bxoo 6 onepayuonmnyio cucmemy

4. YCTAHOBKA HEOBXOIUMBIX ITAKETOB

4.1 lloaroroBKa K yCTAHOBKE

OTkpoiiTe TepMUHAI U BBIMOJIHUTE (OOHOBUT MEHEDKEp MakeToB): apt -y update & & apt -
y upgrade

YcTaHoBKa 001X BCIIOMOTATENbHBIX MakeToB: apt -y install vim bash-completion wget
gnupg Isb-core firewall-applet ffmpeg libsm6 libxext6
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4.2 Ycranoska PostgreSQL

Brmonaure CJICAYIOIIYIO MMOCICA0BATCIIbHOCTE KOMAH/I:

e JlomydyeHue u ycTaHOBKa KJItoUa JJIs 3arpy3Ky nakera: wget --quiet -O -
https://www.postgresql.org/media/keys/ ACCC4CF8.asc | apt-key add -

e JloGaBnenue HoBoro peno3utopusi: echo "deb
http://apt.postgresql.org/pub/repos/apt/ Isb_release -cs'-pgdg main" | tee
/etc/apt/sources.list.d/pgdg.list

e OOHOBJICHHUE MMAKETHOTO MEHEKepa, YTOObI U3MEHEHUS BBIIIE TPUMEHHIIUCH: apt -y
update

e VYcranoska PostgeSQL: apt -y install postgresql-13 postgresql-client-13

o [loaxmroueHue CIyx ObI:

o systemctl enable postgresql

4.3 Hacrpoiika PostgeSQL

Boiitu B cuctemy noj cranaapTHEIM nojib3oBateneM PostgreSQL: su — postgres
VYcranoButh eMy HOBBIHM maposib: psql -¢ "alter user postgres with password 'postgres'"
Cosnmarp nonp3oBarens u b1

e createuser osm

e psql -c "alter user osm with password 'osm'"

e exit

Hactpoiiku PostgreSQL:

Komanpoii vi /ete/postgresql/13/main/postgresql.conf Hactpouts napamerp lis-
ten_addresses = "*'

Komanpoii vi /ete/postgresql/13/main/pg_hba.conf Hactpouts napamerpsi:

local all all md5
host all all 0.0.0.0/0 md5
host all all ::1/128 md5

Hactpoiixu firewall:
e systemctl start firewalld
e firewall-cmd --permanent --zone=public --add-port=5432/tcp
e firewall-cmd --reload

3arycK ciyKOblI:
e systemctl daemon-reload
e systemctl restart postgresql

4.4 YcranoBka 0a3 JaHHBIX
su — postgres
psql -c "create database 'db_etl_analytics'"
psql -¢ "create database 'db_gis _core'"
psql -c¢ "create database 'db_model_3d'"
psql -c "create database 'osm_2108 kin'"
psql -¢ "create database 'db_bim'"
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pg_restore -h localhost -p 5432 -U postgres -d db_etl_analytics -v

"/opt/dbs/db_etl _a.db"

pg_restore -h localhost -p 5432 -U postgres -d db_model_3d -v
"/opt/dbs/db_model_3d.db"

pg_restore -h localhost -p 5432 -U postgres -d db_gis_core -v "/opt/dbs/gis_core.db"
pg_restore -h localhost -p 5432 -U postgres -d osm_2108 klIn -v

"/opt/dbs/osm_2108 kin.bak"

pg_restore -h localhost -p 5432 -U postgres -d db_track -v "/opt/dbs/db_bim.db"
exit

4.5 YcranoBka PostGIS
apt -y install postgis postgresql-13-postgis-3
4.6 YcTanoBka Java

apt -y install default-jre
apt -y install default-jdk

4.7 YcranoBka Tomcat

Ycranosur curl ams 3arpy3ku nakeros: apt -y install curl
3arpy3ka Tomcat: curl https://dlcdn.apache.org/tomcat/tomcat-9/v9.0.62/bin/apache-
tomcat-9.0.62.zip -o tomcat.zip

PacnakoBka: unzip tomcat.zip -d ./tomcat
Cozpact nupexroputo A ycranoBku: mkdir /opt/tomcat
VYcranoBka:

e myv ./tomcat/* /opt/

e mv /opt/apache-tomcat-9.0.62/* /opt/tomcat/
OuncTKka BpeMeHHBIX (hailiioB:

e rm -df ./tomcat

e rm -df /opt/apache-tomcat-9.0.62/

4.8 Hacrpoiika Tomcat

Coznanue nepemeHHbI cpeapl ¢ myTeM A0 Tomcat: echo "export CATA-
LINA_HOME-="'/opt/tomcat/'"" >> ~/.bashrc

Coznanue nonp3oBarens tomcat: useradd -r tomcat --shell /bin/false
Hacrpoiika npas k ¢aitiam tomcat: chown -R tomcat:tomcat /opt/tomcat/

Coznanue ciyx0bl tomceat:
vi /etc/systemd/system/tomcat.service

[Unit]
Description=Apache Tomcat 9
After=syslog.target network.target

[Service]
User=tomcat
Group=tomcat
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Type=forking

Environment=CATALINA PID=/opt/tomcat/tomcat.pid
Environment=CATALINA HOME=/opt/tomcat
Environment=CATALINA BASE=/opt/tomcat
ExecStart=/opt/tomcat/bin/startup.sh
ExecStop=/opt/tomcat/bin/shutdown.sh
Restart=on-failure

[Install]
WantedBy=multi-user.target

Hacrpoiika npaB (aitnoB cimyxo0:
e chmod a+x /opt/tomcat/bin/startup.sh
e chmod a+x /opt/tomcat/bin/catalina.sh
Hacrpoiika firewall:
e firewall-cmd --permanent --zone=public --add-port=8080/tcp
e firewall-cmd --reload
3amyck ciy>KObl:
e systemctl enable tomcat
e systemctl start tomcat

4.9 Ycranoska GeoServer

3arpy3ka ¢aitnoB GeoServer: curl https://altushost-swe.dl.sourceforge.net/project/ge-
oserver/GeoServer/2.20.1/geoserver-2.20.1-war.zip -o geoserver.zip

PacnakoBka (aiinoB: unzip geoserver.zip -d ./geoserver

[Togxmouenue GeoServer B tomcat: myv ./geoserver/geoserver.war /opt/tomcat/webapps/ge-
oserver.war

4.10 Ycranoska Python

YcranoBka python 3.9: apt -y install python3.9
YcraHoBKa MakeTHOro MeHekepa pip: apt -y install python3-pip

4.11 Coopka u 3anyck GeoServer
3arpy3uth apxuB rf current.zip B manky /opt
cd /opt

unzip rf_current.zip
cd /opt/geoadmin

load_config.py -server=127.0.0.1 -port=8080 -user=admin -pwd=geoserver -config=.\con-
fig\init_config local.json

4.12 Coopxka u 3anyck GIS Core

3arpy3uTh apxuB gis_compiled.zip B manky /opt
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cd /opt
unzip gis_compiled.zip -d gis_compiled

Coznanue cepBuca:

vi /etc/systemd/system/gis_core_back.service

[Unit]
Description=gis_core back
After=network.target

[Service]

User=root
WorkingDirectory=/opt/gis_compiled
LimitNOFILE=4096
ExecStart=gis_compiled
Restart=on-failure

RestartSec=5s

[Install]
WantedBy=multi-user.target

Hacrpoiika firewall:

e firewall-cmd --permanent --zone=public --add-port=8882/tcp
e firewall-cmd —reload

Nuannuanusanuys 1 3alycK cEpBUca:
e systemctl daemon-reload

e systemctl enable gis_core_back
e systemctl start gis_core_back

4.13 Coopka u 3anyck ETL Analytics

3arpy3uth apxuB backend analytics.zip B manky /opt

cd /opt
unzip backend_analytics.zip -d backend_analytics

Coznanue cepBuca:

vi /etc/systemd/system/etl_back.service

[Unit]
Description=etl back
After=network.target
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[Service]

User=root
WorkingDirectory=/opt/backend analytics
LimitNOFILE=4096
ExecStart=etl_compiled
Restart=on-failure

RestartSec=5s

[Install]
WantedBy=multi-user.target

Hacrpoiika firewall:

e firewall-cmd --permanent --zone=public --add-port=8887/tcp
e firewall-cmd —reload

Nuannuanusanuys 1 3alycK cEpBUca:
e systemctl daemon-reload

e systemctl enable etl_back
e systemctl start etl_back

4.14 Coopxka u 3anyck BIM

3arpy3uth apxuB backend bim.zip B manky /opt

cd /opt
unzip backend_bim.zip -d backend_bim

Coznanue cepBuca:

vi /etc/systemd/system/backend_bim.service

[Unit]
Description=backend bim
After=network.target

[Service]

User=root
WorkingDirectory=/opt/backend bim
LimitNOFILE=4096
ExecStart=bim_compiled
Restart=on-failure

RestartSec=5s

[Install]
WantedBy=multi-user.target

Hacrpoiika firewall:



HHCTpYKIMSA 0 YCTAHOBKE M UCIOJIb30BAHUI0 IPOrPAMMHOI0
o0ecnieuenusi Metasfera xD crp. 15 u3 29

e firewall-cmd --permanent --zone=public --add-port=8883/tcp
e firewall-cmd —reload

Nuannuanusanuys 1 3alycK cEpBUca:
e systemctl daemon-reload
e systemctl enable backend_bim
e systemctl start backend_bim
5. 3AIIYCK BPAY3EPA

E ubn_CS (17:06) [Running] - Oracle VM VirtualBox — | X

File . Machine View Input Devices Help

Activities HoAa 1 13:26

Y
]

SRR TR
Pucynok 9 Desktop eupmyanvrou mawiumvl

Heo6xonumo HaxaTh Ha UKOHKY Opay3epa «Mozilla Firefox» (B manHoitl onepa-
IIMOHHOM CHUCTEME YCTAaHOBJIEH MO YMOJYaHUIO), MOCJE€ YEro 3amyCTUTCS JaHHBIN
opay3zep. (Pucynok 9)

[To ymoyuaHHIO OTKPBIBAETCSI OKHO C JIOTUHOM B cuctemy. (Pucynok 10)
Ecnu oHO HE OTKPBLIOCH, BEIOMpPAEM U3 3aKJIaJIKH.
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P4 ubn_CS [Pa6oraer] - Oracle VM VirtualBox - ] X

®aiin  Mawmra Bua Bsoa Ycrpoiicrea  Cnpaexa

Activities ©) Firefox Web Browser ¥ HOA 23 13:35

@ New Tab

Q search with Yandex or enter address

C @
G PMControllingweb

v

Bok&o 1BERG @Rctcy
Pucynox 10 Okno ¢ nocunom 6 cucmemy

ITocne yero oTkpoercs cTpanuiia JoruHa. (Pucynok /1) . Ha crpanutie moruna Heoo-
XOJMMO BBECTH JIOTUH M TIAPOJIh OT CUCTEMBI.
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| ﬁ ubn_CS (17:06) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities ¢) Firefox Web Browser ¥ Hoa 1 13:30

& PMControllingweb

“— C @ O O localhost/sign-in?returnUrl=%2Fpmc

BonguTe B CBO yYETHYIO

3anunucb

" Norun *

Maponb

B oobm e =il EEE rght

Pucynox 11 Cmpanuya 6éxooa ¢ Y3
6. HACTPOMKA METASFERA XD

6.1. Hacrpoiika Be0-yacTtu

K xondurypanuu web unrepdeiica cuctemMbl OTHOCATCS TapaMeTpbl, HEOOXOH-

MBIC OJIA OOHOBJICHUS BCPCHH U OTO6pa)K€HI/IH CHCTCMBHI.

Hactpoiika nopta coequHeHus, KOPHEBOU TUPEKTOPUU caifTa U crioco0a 0ToOpake-

HUS HAXOJATCS B KOH(PUTypannoHHoM (aiine BeO ceprepa.
Kondurypanuronnsiii gpaiiin HaXoauTCs:
/etc/nginx/nginx.conf

W BBITIAIUT crienyomuM o0pazoM

user www-data;

worker processes auto;

pid /run/nginx.pid;

include /etc/nginx/modules-enabled/*.conf;

events {
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worker connections 768;
# multi_accept on;

b

http {
H
# Basic Settings
H

sendfile on;

tcp_nopush on;

tcp_nodelay on;

keepalive timeout 65;

types_hash max_size 2048;

# server_tokens off;

# server_names_hash bucket size 64;
# server_name in_redirect off;
include /etc/nginx/mime.types;
default type application/octet-stream;

HH

# SSL Settings

HH

# Logging Settings
HH

access_log /var/log/nginx/access.log;
error_log /var/log/nginx/error.log;

H

# Gzip Settings

H

gzip on;

# gzip_vary on;

# gzip_proxied any;

# gzip_comp_level 6;

# gzip buffers 16 8k;

# gzip_http version 1.1;

# gzip_types text/plain text/css application/json application/javascript text/xml
application/xml application/xml+rss text/javascript;

#it
# Virtual Host Configs
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#H

include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*;
server {
listen 80;
server name 192.168.10.11;
underscores_in_headers on;
root /etc/nginx/html;
#charset koi8-r;
#access log logs/host.access.log main;
location / {

try_files $uri $uri/ /index.html =404;

}

location /api/ {
proxy_pass http://192.168.10.11:4300;
proxy_http version 1.1;
proxy set header Upgrade $http upgrade;
proxy_set _header Connection 'upgrade';
proxy_set_header Host $host;
proxy cache bypass $http upgrade;
client max body size 100M;
proxy read_timeout 300;
proxy_connect_timeout 300;
proxy send timeout 300;
send timeout 300;

b

location /socket.io/ {
proxy_pass http://192.168.10.11:4300;
proxy http version 1.1;
proxy_set header Upgrade $http upgrade;

proxy_set header Connection "upgrade";
proxy set header Host $host;

}

}
i
#mail {

#  # See sample authentication script at:
#
#
#  #auth http localhost/auth.php;

# http://wiki.nginx.org/ImapAuthenticate WithApachePhpScript
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#  #pop3 capabilities "TOP" "USER";
#  #1imap capabilities "IMAP4revl" "UIDPLUS";
#

# server {

# listen localhost:110;

# protocol pop3;

# proxy  on;

#}

#

# server {

# listen localhost:143;

# protocol 1map;

# proxy  on;

# )

#}

Huxe NpuBCACM OTACIBHBIC €T'0 YaCTHU C ITIOACHCHUEM TOI'O, YTO OHM 3HA4aT.

1. server {

2. listen  80; - yka3pIBaeT Kakoil MOPT rOTOB MPUHUMATH BXOJSIIEE CO-
CAMHCHUS

3. server name 192.168.10.11; - yka3siBaeT ajgpec Ha KOTOPOM paboTaeT BeO
cepBep

4. underscores_in_headers on;

3. root /etc/nginx/html; - yka3piBaeT KOpHEBYIO TUPEKTOPHUIO.
2

1. location/ { - MHCTpYKIIUS yKa3bIBarollas HA KOPHEBOM KaTaJIOT C OTBETOM Ha
OITMOOYHBIE 3aMMPOCHI

2. try_files $uri $uri/ /index.html =404;

3.}
3.

1. location /api/ { -0JI0K HHCTPYKIIMIA 1O YKa3aHUIO PAOOTHI C CEPBEPHOMN YaCThIO
yacTu BeO nHTepdeiica

2. proxy_pass http://192.168.10.11:4300; - anpec cepBepHO YacTu

3. proxy http version 1.1; - Bepcus 3anpocoB ucnosibzyemas B [10

4. proxy set header Upgrade Shttp upgrade; - cuicTeMHbIe HACTPOWKH YaCTH ITe-
peaapecanny 3aupocoB

5. proxy_set header Connection 'upgrade'; ; - ciCTeMHbIE HACTPOIKH YaCTH Tie-
peaapecany 3aupocoB

6. proxy_set header Host $host; - cucTeMHBIE HACTPOWKH YACTH Mepeaapecaluu
3arpocoB

7. proxy_cache bypass $http upgrade; - cuicTeMHBIe HACTPOHKHU YaCTH Iepea-
pecalyu 3ampocoB
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8. client max body size 100M; - MakcUMabHBIN TOMYCTUMBINA pa3zmep (pailaoB
JUTs Iepeiaun uepes BeO unrepdeiic

9. proxy read timeout 300; - TaiimMayT OKUJIaHUS TIOCJIE KOTOPOTO BEO MPUITOAKE-
HUE BBIJIACT OIITUOKY

10. proxy connect timeout 300; - TaiiMayT OKUJIaHUSI TIOCJIE KOTOPOTO BEO Mpu-
JIO’)KEHUE BBIJACT ONTUOKY B BapHaHTE 2

11. proxy_send timeout 300; - TaliMayT 0KHJI@HUA [1OCJIE KOTOPOTO BEO MPUIIO-
’KEHHUE BBIJIACT OIIMOKY B BapuaHTe 3

12. send_timeout 300; - TaliMayT OXKUJAHUS TOCIIE KOTOPOTO BeO MPUIIOKEHUE

BBIJIACT OIIMOKY B BapuaHTte 4
13.}

6.2. 3anyck/ocTaHOBKa BeO-4acTH

Jlns 3amycka BeO nuntepdeiica He0OX0MMO BBITIOTHUTH KOMaHIy
systemctl start nginx
Jlst octaHoBKH BeO uHTepdeiica HeoOXOAUMO BBITTOJIHUTH KOMAaHIY
systemctl stop nginx

6.3. Hacrpoiiku cepBepHOM 4YacTH

['maBHbI# ¢aiin KOHPUTYpali CEPBEPHOIM YACTH PACOIaraeTcs Mo Caeayro-
mieMy nyTH /opt/pmcontrolling.api/pmc-api/config.xml
JlanHast KOH(GUTYpanus BRITJSIAAT CIASAYIOIAM 00pa3oM
"NODE_ENV _": "PROD",
"NODE _ENV": "DEV",
"secret": "secret here",
"token expires": "7d",
"time to check expire": 720,

"length": 128,
"digest": "sha256",
"module": 50,

n.n

"main_type db connection": "postgres",
"is_convert xml": false,

Hlog": {

"LOG_LEVEL": "debug",

"LOG_OUT MODE": "short"

s

"api": {

"title": "REST API",
"description": "REST services",
"tag": "PMC",

"version": "5.0.0",

"host": "localhost",

"httpPort": 4300,
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"httpsPort": 4301,
"ssIKey": "pmc.key",
"sslCert": "pmc.crt",
"ssl": false,

"https": false

s

"db_connection": [

{

thpeﬂ: HmssqIH’
"database": "db_name",

n.n

"server": "server name",
"user": "user",
"password": "password",
"port": 1433,
"requestTimeout": 60000,
"connectionTimeout": 60000,
"options": {

"appName": "WE",
"dateFormat": "dmy",
"datefirst": 1,
"language": "pycckuii",
"encrypt": false,
"cancelTimeout": 5000,

"enableArithAbort": true

b

s

{

"type": "postgres",
"database": "db_name",
"server": "server name",
"user": "user name",
"password": "password",
"port": 5432,
"connectionTimeout": 60000,
"options": {
"appName": "WE",
"dateFormat": "dmy",
"datefirst": 1,
"language": "pycckuii",
"encrypt": false

b
b

I,
"upload": {
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"uploadPath": "/opt/uploads/",
"fileSize": 104857600,
"streamPort": 9999

s

"xmlConvert": {
"compact": true,
"ignoreComment": true,
"nativeType": true,
"spaces': 2

s

"convert": {
"fromFolderPath": "./In",
"inFolderPath": "./Out",

n,n

"options": "-options alerts:no"

s

"auth": {

"isLdap": false,

"Idap": {
"url": "ldap://adress",
"url reservel": " ldap://adress:389",
"url reserve2": " ldap://adress:389",
"baseDN": "dc=cs,dc=local",
"baseDN reservel": "dc=exampl,dc=local",
"baseDN reserve2": "dc= exampl,dc=local",
"postfix": "@ exampl.local",
"postfix reservel": "@ exampl.local",
"postfix reserve2": "(@ exampl.local"

b
I

"login_image": {

n.n

"analytics": "assets/images/png/bg img.png",

"gsp": "assets/images/jpg/bg _img.jpg"

fs

"reporting": {

"reportViewerPath": "/opt/Work/Applications/Report",
"defaultreportPath": "/opt/ReportFiles/Additional Folder",

"username": "username",
"password": "password"

b
b

Janee npuBeneM 0J10KU KOHGUTYPAITMOHHOTO (haiisia ¢ MOSICHEHUSIMHU:

1.bnok nepBbIi
1. "NODE ENV": "DEV", - o003HaueHue cpebl Ha KOTOPOil 3aIylleH cepBep
2. "secret": "secret_here", - 3amanue napos
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3. "token expires": "7h", - BpeMs )KU3HU KIII0Ya aBTOPHU3ALINU

4. "time to check expire": 720, - BpeMs 3a KOTOpO€ Mpu O€31eHCTBUN MTPOIAIET
KITIOY

5. "length": 128, - nuHa Kit04a aBTOpU3ALUU

6. "digest": "sha256", - noanuck Kiro4a aBTOpU3ALUU

7. "module": 50,

8. "main_type db_connection": "postgres", - nepexiatoueHne cnocoda MmoaKIoue-
HuUs K B]]

9. "is_convert xml": false,

10."log": {

11."LOG_LEVEL": "debug", - ypoBeHb BeieHHsI JIOTHPOBAHUS IPUITIOKEHUS
12."LOG_OUT_MODE": "short" — Tun 3aBepiueHust paboTbl C CUCTEMOM

2. JIBa G10Ka OMHUCHIBAIOIINE IBA PA3HBIX THIIA MOJIKIIOUCHHUS K 0a3e TaHHBIX

§s
"db_connection": [

{
"type": "mssql", - Tun ucnonbzyemoit bJ|
"database": "db_name", -ums 61

"server": "server _name", - UMs cepBepa 61

"user": "user", -UMs MOJIB30BATENSA

"password": "password", - mapoJipb

9. "port": 1433, - mopT

10."requestTimeout": 60000, - Bpems 03kuIaHUS OTBETA
11."connectionTimeout": 60000, - - Bpems 0:KHIaHUS OTBETA
12."options": {

13."appName": "WE", - uma npunoxeHus
14."dateFormat": "dmy", - popmaT BpeMeHu
15."datefirst": 1,

16."language": "pyccm/lﬁ”,

17."encrypt": false,

18."cancelTimeout": 5000,

19."enableArithAbort": true
20.}
21.},
22.4
23."type": "postgres", - Tun ncnonp3zyemont b/[
24."database": "db_name", - ums 61
25."server": "server name", - ums cepBepa 01
26."user": "user name", - UMs TOJIB30BATEIA
27."password": "password", - mapoib
28."port": 5432,- nopt
29."connectionTimeout": 60000, , - Bpems 0)KH1aHUS OTBETA
30."options": {

n.n

S>°.\‘.‘3\.“":“.‘”!\’.H

n.n
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31."appName": "WE", - uMs npusioxeHust
32."dateFormat": "dmy",
33."datefirst": 1,
34."language": "pycckuit",
35."encrypt": false
36.}
37.}
38.1,
3. biiok onucanus KOPHEBON AUPEKTOPUH (HaSIOB CUCTEMBI
1. "upload": {
2.  '"uploadPath": "/opt/uploads/", - nyTh
3.  "fileSize": 104857600, - pazmep datiina
4
5

"streamPort": 9999 - mopt

s
4.

I. "login image": {

2. 'analytics": "assets/images/png/bg img.png", - myTh K 3ar1aBHOMY U300pa-
KEHUTO

3. "gsp": "assets/images/jpg/bg img.jpg" - myTh K 3ar1aBHOMY W300paKEHUIO

4.,

5. "reporting": { - 6JI0K OT4YETOB

6. '"reportViewerPath": "/opt/Work/Applications/Report", - myTh k oTUeTaM

7. "defaultreportPath": "/opt/ReportFiles/Additional Folder", - myTs k oTueram
JIOTIOJTHUTEIIbHBIN

8. '"username'": "username", - UM MOJIB30BATEIISA

9. "password": "password" — maposb
6.4. 3anyck\ocTaHOBKA cepBePHOIl YacTH

JIJ1st TOTO, 9TOOBI 3aIyCTUTH CEPBEPHYIO YaCTh, HEOOXOIMMO BBITTOTHUTH JIBE
KOMaH/Ibl B TEpPMUHAJIE
1. cd /opt/pmcontrolling.api/pmc-api
2. npm run start:prod
J11st TOTO, 9TOOBI OCTAHOBUTH CEPBEPHYIO YACTh, HEOOXOIUMO BEITIOIHUTH JIBE
KOMaH/Ibl B TEpPMUHAJIE
3. cd /opt/pmcontrolling.api/pmc-api
4. npm run stop

6.5.3anyck\ocranoBka cucremsl ynpasjaeHus 0a30i 1anHbixX (CYB/I)

Jlst Toro, utoOsl 3anyctuth CYB/l, He00X0AMMO BBIOJHUTH KOMaH]y
systemctl start postgresql
Jsst Toro, uto6nl octanoBUThE CYB/I, He00X0MMO BBITTOTHUTH KOMaHIY
systemctl stop postgresql

6.6.Konpurypauus CYB/I postgresql
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OcHoBHOI KOH(pUTYypanmoHHbIH (aitn — postgresql.conf
Ecnu HeoOxoaumo, ipu 3a1mycke cepBepa, 3HaUeHUs TapaMeTPOB MOXKHO NepeaaTh
KOMaH/Ie postgres B apryMeHTe KOMaHIHOU CTPOKH -¢. Hampumep:
postgres -¢ log_connections=yes -c log_destination='syslog'

7. YCTAHOBKA CEPBHUCOB 11O WINDOWS
7.1. Ycranoska cepsuca ETL Analytics

B nupexropurto, orBenennyto nojn 3anyck ETL Analytics, momectuts daiiisl co
CHENYIOLIEN CTPYKTYpPOU:

Vv Ml app
Vv 1l static
i redoc.standalone.js
il

333 Swagger-ui.css

swagger-ui-bundle,js

JS

i
5
E6 app_settings.json

K> etl_compiled.exe

daiin app_settings.json coaepxUT KOH(GUTypaIuu 1Mo noAkIoueHno Kk b1 u
MHUKPO CEPBUCY aBTOPU3ALIUH;

Jupextopuu app/static conepxut (aitiasl HEOOXOAUMBIE JI1 OTOOPAKEHUS
Swagger-Ul (untepdeiic BU3yanu3upyromuii 1octynHbsie endpoints npuioxeHus);

Ucnonusemsrit paiin etl compiled.exe, npu 3anycke npunoxxeHue Oynert
NOCTYITHO Ha nopty 4584.

J1nst TOro, 4TOOBI 3aMyCTUTh MPUIIOKEHUE Kak ciyk0y Windows ucnonb3yercs
nssm.exe

[Tpumep 3amycka:

C:\nssm\win64\nssm.exe install GISETL "C:\gis_etl\etl compiled.exe"
AppDirectory "C:\gis_etl\"

OOmuii BT KOMaHIbI:
[IIyTh 10 nssm.exe]/nssm.exe install [Mmsa Cepsuca] "[IlyTs 10
etl_compiled.exe]/etl_compiled.exe' AppDirectory "[IlyTs 10

etl_compiled.exe]"

[Tocne BBIMOTHEHN KOMaHIBl CEPBHUC HYKHO OyAET 3alyCTUTh BPYUHYIO B
npwioxenun Windows " Ciary:k0b1"
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7.2.¥YcranoBka cepsuca BIM

B nupexropurio, oTBeeHHy0 noj 3anyck BIM, momectuts daitnsl co cnemyromieit

CTPYKTYpPOU:

im SWagger-ui-bundle.js

» bim_compiled.exe

®aiin app_settings.json coaepxut KoHGUTypaIuu 1o noakatoueHuo k b/l u

MHUKPO CEPBUCY aBTOPU3ALIUH;

Jupextopuu app/static conepxut (aitiasl HEOOXOAUMBIE JI1 OTOOPAKEHUS
Swagger-Ul (untepdeiic BU3yanu3upyromuii 1octynHbie endpoints npuiioxeHus);
Ucnonusemsrit ¢aiin bim compiled.exe, mpu 3amycke npuioxenue OyaeT

NOCTYITHO Ha nopty 4583.

Jlnst TOrO0, 4TOOBI 3aMyCTUTh MPUIIOKEHUE Kak ciyk0y Windows ucnonb3yercs

nssm.cxe

[Tpumep 3amycka:

C:\nssm\win64\nssm.exe install GISBIM "C:\gis_bim\bim_compiled.exe"

AppDirectory "C:\gis_bim\"

OOmuit BUJI KOMaHIbI:

[IIyTh 10 nssm.exe]/nssm.exe install [Mmsa Cepsuca] "[IlyTs 10
bim_compiled.exe]/bim_compiled.exe" AppDirectory "[IlyTs 10

bim_compiled.exe]"

[Tocne BBIONHEHNS] KOMaHbl CEPBUC HY>KHO OYJIET 3aIlyCTUTh BPYUHYIO B

npwioxenun Windows " Ciary:k0b1"

7.3.YcranoBka cepsuca GIS

B nupexropuro, otBeneHHyt0 noj 3anyck GIS nmomectuts daitnbl co ciemyromieit

CTPYKTYpPOU:
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| app
| static
i redoc.standalone.js
= swagger-ui.css
in_, swagger-ui-bundle,js

)} app_settings.json

“)
s
A\

&> gis_compiled.exe

®aiin app_settings.json coaepxUT KOH(GUTypaluu 1Mo noAKIoueHno Kk b1 u
MHUKPO CEPBUCY aBTOPU3ALIUH;

Jupextopuu app/static conepxut (aitiasl HEOOXOAUMBIE 111 OTOOPAKEHUS
Swagger-Ul (untepdeiic BU3yanu3upyromuii 1octynHbeie endpoints npuiioxeHus);

Ucnonusemsrit ¢aiin bim compiled.exe, mpu 3amycke npuioxxenue OyaeT
JNOCTYITHO Ha nopty 4582.

JI1st TorOo, 4TOOBI 3aMyCTUTh NMPUIIOKEHUE Kak ciyk0y Windows ncnonb3yercs
nssm.exe

[Tpumep 3amycka:

C:\nssm\win64\nssm.exe install GISBACK "C:\gis_back\gis compiled.exe"
AppDirectory "C:\gis_back\"

OOmuit BUJI KOMaHIbI:

[IIyTh 10 nssm.exe]/nssm.exe install [Mmsa CepsBuca] "[IlyTs 10
gis_compiled.exe]/gis_compiled.exe" AppDirectory "[IlyTs 10
gis_compiled.exe]"

[Tocne BeIMOTHEHN KOMaHIbl CEPBHUC HY>KHO OyAET 3alyCTUTh BPYYHYIO B
npwioxenun Windows " Ciay:k0b1"

7.4.YcranoBka cepsuca GeoAdmin

B nupexropurio, otBeeHHY0 noJ 3anyck GeoAdmin nomecTuts (aii
geoadmin compiled.exe

JInst TOro, 4TOOBI 3aMyCTUTh MPUIIOKEHUE Kak ciyk0y Windows ncnonb3yercs
nssm.exe

[Tpumep 3amycka:

C:\nssm\win64\nssm.exe install GEOADMIN
"C:\geo_admin\geoadmin_compiled.exe" AppDirectory '""C:\geo_admin\"



HNHcTpyKIus 10 yCTAHOBKE M HCII0JIb30BAHUIO IPOrPaMMHOI0

o6ecneuennst Metasfera xD cTp. 29 u3 29

OO0mmit BUI KOMaH/IbI:

[IIyTh 10 nssm.exe]/nssm.exe install [MUmsa Cepsuca] "[IlyTs 10
geoadmin_compiled.exe]/geoadmin_compiled.exe'" AppDirectory "[IIyTs 10
geoadmin_compiled.exe]"

[Tocne BBIONHEHNS] KOMaHbl CEPBUC HY>KHO OYJIET 3aIlyCTUTh BPYUHYIO B
npwioxenun Windows " Ciay:k0b1"



